Breaches of privacy and confidentiality are assumed to be remote and unusual occurrences. In fact, they are common. We appreciate this when we discover ourselves to be the subjects of gossip, or the objects of eavesdropping and prying. Only had we been born deaf-mute or remained solitary for the whole of our lives could we have avoided being either victims or perpetrators. Both gossip and eavesdropping may be benign or malignant. Benign gossip is easy, unconstrained talk or writing, especially about persons or social incidents; it is the stuff of social gatherings. All of us, however, have been distressed by the malicious gossip and the persistent eavesdropper. Fortunately, to experience the voyeur is rare; but the peeping tom is never benign.
Modern technology does not change the nature of breaches of privacy; it simply increases the efficiency of the wrong. By 'increasing the efficiency of the wrong' I mean that it aids the penetration of privacy (surveillance techniques); it disseminates the results of the breach more widely (the media); and it deepens the impact on the individual (the collating by computer of personal records). Technology does not present different problems, but the old in new forms. Faced with the demands of technological advance, many act as if situation ethics should apply, as if they presupposed that '. . . our moral reasoning and practice should be based on a readiness to violate some moral requirement in the face of wholly unique situations . .' (i) . Technology, however, adds no benison of grace to actions which are otherwise disreputable.
In Western society over the last 300 years or so there has been an increasing wish to learn how people tick -it is well illustrated in biographies. Those (2) Fortitude or fear were touchstones both for the interpretation of a life and for the exhortation of others (3) .
The genre was exploited especially by the earnest Evangelicals of the igth century (4) . Emotional and sexual relationships have replaced death as the paradigms by which the person and the life are understood. Aubrey's notorious tale of Sir Walter Raleigh seducing one of the Queen's maids of honour concludes: '. . . She proved with child and I doubt not but our Hero took care of them both . . .' (5) . Raleigh is shown as a 'gallant' in the worst sense and a 'gentleman' in the best. These tendencies have been reinforced both by the belief that the events of childhood are powerful determinants of the course of the subsequent life and by the industry with which modern biographers have pursued their meticulous researches (6) . In science, as well as the arts, privacy may be breached. John Ziman argues that science is not a lonely struggle with taciturn Nature by the individual, but a public, corporate activity, depending on publication of results and their public criticism, to reach a public consensus: 'science is public knowledge' (7) . Insofar as clinical medicine is scientific, it is itself a form ofpublic knowledge. At the other end of the spectrum from the austerities of science, is the ubiquity of pornography. ' (20) . Time, familiarity and 'eating salt' need privacy. If privacy is essential to the best and deepest of our relationships it is bound up with our idea of ourselves as persons, and with our humanity (I9). It strongly implies Kant's 'practical imperative': '. . . always treat humanity, whether in your own person or in the person of any other, never simply as a means, but always at the same time as an end.' (2I).
The importance of the concept of privacy in medicine need not be overstressed. Solitude is clearly related to rest and quiet as a necessity in the recovery from illness. Intimacy in Westin's definition is the required setting of the doctor-patient relationship; the circumstances in which trust can grow and the patient can reveal facts and emotions otherwise kept secret. Anonymity is related to confidentiality, that is to say data should not be used in such a way that the subject may be identified. But since some regard illness as demeaning to themselves, they might not wish to be recognised when attending a physician's consulting room or a hospital out-patient clinic. Anonymity is much wider than the protection of verbal information. Reserve extends these ideas. The interaction between patient and doctor, requires the patient to lower his reserve, and this he will not do unless the doctor offers him 'limited and protected communication'. Even then the patient may not reveal all. He may entrust to the doctor sufficient confidence for the treatment of a serious illness; but he may hold to himself his fear and distress. Reserve must be exercised also by the doctor to protect the secrets of his patients.
It is difficult to maintain privacy when our health care is embedded in a system of public institutions. To enter a general practitioner's surgery or a hospital is to forego some privacy. Serious illness nursed in a Nightingale ward gets only limited protection: curtains and screens may hide the patient from sight, but much will be heard. Moreover, the whole apparatus of the welfare state depends on the individuals who need to benefit from its provisions freely making available intimate facts about themselves and their families. The distinction which Hannah Arendt noted in ancient Greece between the private and public realm has been blurred. The sphere where men are driven by necessity -birth, illness, indigence and death -have been incorporated into the concerns of the wider society (22). This is not to say that collective provision for health and social well-being is wrong, but simply that the problem of preserving individual privacy is greatly increased (23) .
The concept of privacy is crucial to realising our ideals about the doctor-patient relationship. Charles Fried has argued that the professional relationship between doctor and patient (and between lawyer and client) whilst in many ways cooler, is akin to friendship (24) and therefore raises issues of loyalty from one to the other. Privacy imposes a duty which is wider than that of the customary sharp focus onto confidentiality, and cannot be divorced from the doctor's whole duty to his patient as a person (25) . THE 
RIGHT TO PRIVACY
The modern right to privacy was first proposed in a most influential paper by Samuel Warren and Louis Brandeis in the Harvard Law Review for I890. The purpose of such a right was:
'to protect those persons with whose affairs the community has no legitimate concern, from being dragged into an undesirable and undesired publicity and to protect all persons, whatsoever their position or station from having matters, which they may properly prefer to keep private, made public against their will.' (26) . This 'right to be left alone' is now widely regarded as a fundamental or human right. Two major international codes on rights are subscribed to by the UK: The Universal Declaration of Human Rights of the United Nations adopted in I948, and the European Convention on Human Rights promulgated by the Council of Europe in 1950. Article 12 of the Universal Declaration says:
'No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks on his honour or reputation. Everyone has the right to protection ofthe law against suchinterference or attack.' (27) . The related provision of the European Convention is Article 8: I. Everyone has the right to respect for his private and family life, his home and his correspondence. 2. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others. (28). Jacques Velu, Professor of Law at the University of Brussels, identified five major aspects of the right to privacy under the European Convention: I) Protection of an individual's physical and mental inviolability and his moral and intellectual freedom.
2) Protection against attacks on an individual's honour and reputation.
3) Protection of an individual's name, identity or likeness against unauthorised use.
4) Protection of individuals against being spied on, watched or harassed.
5) Protection against disclosure of information
covered by the duty of professional secrecy (29). Professor Velu's exposition oftheEuropean Convention right to privacy includes the major points argued so far in this paper, namely: a fundamental respect for the person; redress for detraction; the need for anonymity; the protection of solitude and intimacy, and the prohibition of breaches of reserve and confidentiality. Many of those aspects of privacy which are important in medicine are therefore justiciable in Europe (3o).
BREACHES OF PRIVACY: AN EXAMPLE
In the autumn of I977, and again in the summer of group.bmj.com on June 23, 2017 -Published by http://jme.bmj.com/ Downloaded from I978, BBC2 transmitted eight programmes, Hospital, based on the then Bolton Area Health Authority, which are likely to remain the most detailed televised day-to-day examination of the National Health Service (NHS) in the provinces. Hospital is one of the distinguished group of BBC documentaries using techniques which are variously called cint vMttM, 'observational filming', actualite, or 'fly-on-the-wall', and which includes such programmes as: Sailor, on the former aircraft-carrier, Ark Royal; two about public schools, Westminster and Radley; Strangeways, filmed in the notorious Manchester Prison; and at the time of writing, Police, about the Thames Valley force. More intimate situations may be recorded than with conventional methods and, as one ofthe makers ofPolice said:
'You have to accept that you're in an emotionally sensitive position . .. when the stuffof your films is not fiction but other people's lives. But no matter how uncomfortable a situation gets or how much you'd like to leave, you have to steel yourselfto stay. You have to steel yourselfto be "intrusive", if that's the word . . .' (3i)
The Bolton programmes, like their companion documentaries, were a success, and were much praised. Efforts were made to ensure that the material televised was acceptable, each programme being viewed before transmission by panels locally and in London. Two related features make Hospital unique:
first, the publications of the area management team (32) (33) (34) (35) permit an analysis of the degree of ethical understanding underlying their enthusiastic participation; and second, from their papers it may be inferred, though they do not say so, that cine vMete might be consistent with the requirements of medical ethics. The Bolton oeuvre is therefore of considerable interest, though here, where it is being used as a source of illustration only, a full critique is not attempted.
Excellence did not prevent some episodes in each of the BBC documentaries from causing dismay. Hospital was not an exception, and several aspects were disquieting. In particular, the degree of personal identification of the people televised, while the norm in cini vbrite documentaries, does not occur in other medical programmes. Usually producers go to much trouble to ensure that patients remain anonymous, or that only sufficient identification is given as is needed for a lucid exposition of the facts. In Hospital the institutions and the geographical location were known, faces were seen and the personal names were not suppressed. The nature of certain incidents gave grounds for greater concern:
An adolescent girl, under I6, was seen being 'washed out' after a suicide attempt. Her The subjects had given their consent. This will be examined later.
In the light of the undoubted importance of the series and the gravity and extent of the violation of privacy, these comments are surprisingly superficial. The main ethical point made by the Bolton team relates to confidentiality: 'Medical ethics prescribe that a doctor will treat confidentially the information he has learned about a patient in pursuance ofhis clinical responsibility towards that patient and will not disclose such information without the patient's consent; and his employing authority ... has a parallel duty to ensure that medical records and other confidential information are kept securely and are not released unjustifiably.' (33) .
The position of the Bolton team is therefore paradoxical. On the one hand they hold a conventionally high view of the nature ofconfidentiality; on the other, they were associated with serious intrusions into what was private and personal. In this they seem to me not to be uniquely blameworthy, but merely to reflect a current problem of medical ethics.
The contradictions of confidentiality
The leading statement on confidentiality in the British Medical Association's handbook says: 'A doctor must preserve secrecy on all he knows.
There are five exceptioais to this principle:
i) The patient gives consent.
2) When it is undesirable on medical grounds to seek a patient's consent but is in the patient's own interest that confidentiality should be broken.
3) The doctor's overriding duty to society. Recently I have heard both a hospital casualty department and the reception area of a health centre described as 'designed for maximum confidentiality', when clearly the architects had in mind the protection from prying of more than private information. Similarly, in the Bolton series, confidentiality was thought to comprehend the whole duty towards staff and patients in respect of intrusions into the personal. Too much weight tends to be placed on the idea ofconfidentiality; it has replaced in contemporary discussion of medical ethics, the wider and more fundamental concept of privacy. Confidentiality is, as has been argued already, a diminished principle in itself. The outcome is that the application of the principle of confidentiality, to situations in which it is too narrow or inappro-priate, may be reductionist. Far from protecting our patients, it may, as in Bolton, expose people to intolerable disclosures. Our understanding of confidentiality is, therefore, paradoxical.
Confidentiality shares with privacy an important feature which is usually overlooked. Let us suppose that a family doctor sees a lady with arthritis. He may, at the end of the consultation, consider that as well as medical treatment, the patient needs social support. He will, with the patient's consent, discuss her illness with the social worker.The doctor and the social worker have a similar ethic, they share a loyalty to the patient, they have the same aim -the recovery or support of the patient or client, and they will discuss the case from time to time. The breach of confidence is constrained by known and acknowledged commitments of the professional people involved with the patient; this kind ofbreach I callconvergent. The family doctor has a second reason for breaching confidence. He is co-operating with a survey of the causes of arthritis. With his patient's agreement, the family doctor introduces her to the research physician who interviews and examines her. The research physician, while he shares the same ethic as the family doctor, does not share the same loyalty; his loyalty is to the success of the research project, or to the greater good ofmankind, neither necessarily unethical. Nor is his aim the recovery of this patient, but the benefit of future patients as yet unknown. His relationship with the patient, while ethical, is but a simulacrum ofthe therapeutic one. The breach of confidence is not contained within a known group of continuing professional commitments; this kind I call divergent.
The patient's motives are important too. In accepting the need for a breach of confidence to the social worker, the patient was acting in her legitimate selfinterest, but in co-operating with the research project, she was acting out of altruism (40). Where the law requires a breach of confidence, there must be an element of coercion, but even there altruism cannot be ruled out entirely. Some drivers, suffering from illnesses which affect their safety at the wheel, may admit their disabilities and surrender their licences voluntarily, out of consideration for others. The Central Committee for Community Medicine places a special emphasis on the desirability of divergent breach of confidence (39). Indeed, without it, the administration of the service and the pursuit of preventive medicine would hardly be possible. Because of the need for altruism, it is important not to assume that breaches of confidence can be demanded as a routine. Which leads us on to the question of consent (4I).
Categories of consent
Both in the right to privacy under the European Convention and in the statements on confidentiality, the consent of the subject releases the professional concerned from the obligation of secrecy. The problem of consent is, as Professor H L A Hart put it, due to our greater knowledge of: '. . . a great range of factors which diminish the significance to be attached to an apparently free choice or to consent. Choice may be made or consent given without adequate reflection or appreciation of the consequences; or in pursuit of merely transitory desires; or in various predicaments when the judgment is likely to be clouded; or under inner psychological compulsion; or under pressure from others of a kind too subtle to be susceptible ofproofin a court oflaw . . .' (42).
It is notorious that medical institutions are in their nature coercive, even when the staff are sensitive and concerned. A philosophy don writing of a short stay in a fine teaching hospital said:
'Am I glad to be home? Am I! Everyone who looked after me was wonderfully careful and considerate. Yet the institution was hell . . . No amount of care can compensate for the loss of identity and autonomy.' (43).
There is a more fundamental issue: is consent given by a patient to release medical information about himself of the same kind as, say, that given for a surgeon to repair a hernia? Paul Ramsey argues that:
'. . . The principle of an informed consent is a statement of the fidelity between the man who performs medical procedures and the man on whom they are performed . . . The principle ofan informed consent is the cardinal canon of loyalty joining men together in medical practice and investigation. In this requirement, faithfulness among men -the faithfulness that is normative for all the covenants or moral bonds oflife -gains specification for the primary relations peculiar to medical practice.' (Ramsey's italics). (44).
The advice given to photographers who undertake 'glamour work' is to use what significantly is called a 'model release form'. The form signed by the model allows the photographer to use the photographs as he wishes, whether retouched or not, to use the photographs to represent an imaginary person and to attribute any wording, provided the woman's actual name is not used (45). That is, the photographer is allowed to use the likeness of his model for what would otherwise be an attack on her good name, and in a way that is detractive. The photographer is released from fidelity between him and his sitter; there is no canon ofloyalty here.
There is a clear analogy between consent and the analysis of breaches of confidence above. Ramsey's idea of fidelity involved in clinical consent strongly suggests that clinical consent is convergent, a binding together of the parties. Consent to breach of privacy is 4o0 Huw W S Francis divergent because the doctor who passes on information, by the same act also loses control ofit. He can give no fiduciary bond that untoward consequences will not follow. This applies even to the example above of the social worker; the doctor cannot be absolutely certain what she might divulge within her own profession or organisation. Each consent to a breach of privacy or confidentiality is a release from part of the loyalty between a doctor and his patient. The doctor in seeking consent to disclose is closer to the 'glamour' photographer than to the surgeon offering treatment. To regard consent to treatment and consent to breach of privacy as if they were continuous each with the other, is to be guilty of a category mistake.
In consent for medical treatment, the physician or surgeon does not take this as an unfettered licence to carry out the treatment irrespective of the patient's ultimate well-being. If a patient has given consent for, say, a repair of a hernia, but arrives at the hospital with a chest infection, the surgeon will delay the operation until the patient's chest is better. Similarly, a consent to breach privacy should not be taken at face value. The doctor is under an obligation to consider the wider interests of the patient dependent on his professional judgment. Is there a possibility that publicity may damage his client? In the example of the dismissal of the nursing auxiliary in Bolton, the printed and televised material was deeply detractive. Moral theologians would probably regard that publicity for her as morally undesirable, even though she gave consent. There is a long-held principle that it is impermissible for anyone to multilate himself physically, or to do anything voluntarily which will damage his health (46). It is but a small extension to regard consenting voluntarily to the publicising of seriously detractive material about oneself as morally reprehensible. There is an element of ethical peculation in accepting without the most careful thought, and long discussion with the person involved, a consent to serious self-detraction (47)-
Sanctions
In English law there is little or no redress against breaches of privacy or confidentiality. The truth of the statement is itself an absolute defence in an English court against defamation, however discreditable it might be to the person against whom it is directed. There is, however, a certain amount of case law. The Duchess ofArgyll wished to publish a book, which was going to be serialised in a newspaper, which related to intimate matters relating to her recently dissolved marriage with the Duke of Argyll. The Duke took out an injunction against the Duchess to prevent the publication of this material. During the course of the judgment the trial judge said:
'An injunction may be granted to restrain the publication of information not only by a person who was a party to the confidence, but also by other persons into whose possession it has improperly come.' (48).
The very influential paper by Warren and Brandeis (26) 2) An aggrieved person can complain against the National Health Service to the Parliamentary Commissioner, the Ombudsman. Of course, the broadcasting authorities do not fall under the Ombudsman's purview, but to the extent that officers or employees ofthe NHS were responsible for breaches of privacy or confidentiality, then it is likely the commissioner would give some consideration to them. 3) Employees of the NHS would certainly be liable to disciplinary action within the service if they were responsible for breaches of confidentiality. Serious misdemeanours might bring professionals, at least, under the purview of their registering bodies. 4) The European Convention on Human Rights is backed by the Court and Commission on Human Rights in Strasbourg. Subject to the continuing pleasure of Her Majesty's Government, individual citizens of the United Kingdom may take individual complaints against government departments and agencies to Strasbourg. Several have proceeded on health matters, particularly on aspects ofdetention for psychiatric illness. The position of the BBC, as an official but independent body, is undecided under the European Convention. But certainly proceedings against NHS authorities could be taken by individuals who were aggrieved in matters of privacy and confidentiality, and had gained no satisfaction from other means of redress (50).
While these powers are either weak or difficult to use, they certainly cannot be ignored by health authorities, their officers or their employees, or by the health professions as a whole.
The importance of privacy
In discussing a cine veriti documentary on health services as if it might be consistent with medical ethics, the Bolton authors made a serious challenge to the concept of privacy. The practitioners of cine verint have, at times, 'to steel' themselves 'to be intrusive' (3i), that is, to ignore the ordinary, civilised conven- tions which protect what is rightly personal. Within ethical discourse, the Bolton papers are, therefore, a reductio ad absurdum and cannot be seriously entertained.
I have been careful to point out that I do not regard the Bolton team as uniquely blameworthy, but as merely reflecting, even ifby excess, some current problems of ethical understanding. The contemporary zeitgeist favours exposure of the private and personal. As was seen earlier, attempts to breach privacy may be made as readily by the virtuous as the venal, by the saint as carelessly as the sinner. The dominant ethical principle is confidentiality which covers only a part of the relevant field; it deals with some, but not all, of the concerns which Westin (i6) dealt with under anonymity, but hardly touches the issues he raised under solitude, intimacy and reserve. There is also the failure to distinguish between what I have called here convergent and divergent breaches ofprivacy. The attempts which are being made by new law and codes of practice to protect individuals from breaches of confidentiality in computer systems or research are to be welcomed, because they particularly aim at the divergent. The nature of consent is crucial. In relation to breaches of privacy it is always divergent: the patient is either coerced or has to exercise some degree of altruism to give it; in neither case should a consent given in good faith be abused.
A peculiarity of the British situation is, however, that the provision for the protection of privacy by law or administration is weak, difficult to obtain or remote. This is compounded by the major British handbooks on medical ethics (38, 5I, 52) neglecting the subject. None gives an account of privacy as distinct from confidentiality. Human rights are mentioned by one (5i), but the right to privacy is an absentee. The concept of privacy needs to be revived for two major reasons:
I) It relates medical ethics to modem formulations of human rights. The growing bureaucracy of the state and of large-scale industry and commerce tend to invade personal and family matters more and more. Individuals require protection against the intrusive interests of the collective whether it is constituted as state, corporation, community or group. As Ronald Dworkin put it:
'. . . if rights make sense at all, then the invasion of a relatively important right must be a very serious matter. It means treating a man as less than a man, or as less worthy than other men. The institution of rights rests on the conviction that this is a grave injustice, and that it is worth paying the incremental cost in social policy or efficiency that is necessary to prevent it . . .' (53) Arguments from the common good are frequently used to justify infringing privacy to increase the efficiency of health services, to facilitate research or to aid publicity. It is precisely because it is necessary and wise to yield to these claims in many instances, but not 2) Consideration of privacy leads directly to major issues of principle. Privacy is integral to the doctorpatient relationship. Without it, the trust the doctor requires to elucidate the problems of his patient would not be given. In Charles Fried's moving analogy, at its best it is akin to friendship (24) . Equally, privacy relates to the dignity of human persons. Public detraction may remove those last shreds of a healing selfrespect. The psychiatrically ill and the mentally handicapped, to create public regard for whom much effort has been expended, can so easily be misrepresented by ill-considered publicity. We must face squarely, to borrow Elizabeth Maclaren's words '. . . our own power to make or unmake one another as persons of dignity' (54) . Aquinas divides the virtue of prudence into three parts: good counsel, good judgment according to rules or laws, and good judgment in exceptional cases (55) . The exceptional should be judged, he says, 'by certain principles higher than ordinary rules' (56) .
The advances of modem technology and the greed of the media for the newsworthy present doctors and health service administrators with decisions which are novel in their particulars, but not in principle. A grasp of the concept of privacy is a sound basis for dealing with the unanticipated with discretion.
This paper is therefore a plea that ethical discourse in British medicine should be enlarged from confidentiality to privacy. It is to ask for very little, since to the ordinary, sensitive man and woman there is something unseemly in putting on public display a dying boy, a girl after a suicide attempt, or a naked, incontinent old lady. What is required to protect human dignity is simple: a lively appreciation of the Golden Rule, (57) a little ordinary kindness and empathy. Despite our innate curiosity, our propensity to pry, there is in all of us a natural modesty, a need to withdraw, a wish for privacy. Medicine must be careful that its practices and ethics correspond to the intuitions of ordinary people, intuitions reflected in the disapproving nuances of those common epithets: gossips, eavesdroppers and peeping toms.
